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This document contains information proprietary to Gilat Satellite Networks Ltd. and may not be 

reproduced in whole or in part without the express written consent of Gilat Satellite Networks 

Ltd. The disclosure by Gilat Satellite Networks Ltd. of information contained herein does not 

constitute any license or authorization to use or disclose the information, ideas or concepts 

presented. The contents of this document are subject to change without prior notice.
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The NMS is based on server/client architecture.

NMS Server application is remotely controlled from another computer running a Gilat coded browser 

called NMS Browser.

The NMS Server computer is a 1U rack-mount Intel machine. It runs the NMS application and is LAN-

connected to all network elements (components) and the NMS browsers.
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The NMS Server Info Display is used to monitor the NMS server boot-up process, components 

s/w upload process.

This screen can provide technical information for troubleshooting procedures.
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Normally the provided administrator’s User Name is: gilat, Password is: gilat.

In the NMS Server Login window, type the Username and password; then select the NMS Server 

name from the drop-down list and click OK. 



The NMS Browser is the graphic user interface (GUI) that acts as a client. The NMS Browser runs 

on a different PC, connected via LAN to the NMS Server.
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The icons color code and meanings follows:
Blue – Unknown severity level.
Cyan – Disabled element.
Gray – Unmanaged.
Green - Normal trace events recorded by the network.
Yellow – Warning severity event.
Orange – Minor severity event.
Maroon – Major severity event.
Red - Critical severity event. The network might be non-operational.

Notes about parameters configuration: 
•Parameter changes that have been saved, can be undone by not saving and closing the configuration 

window, or by clicking on the “Undo” button.
•Parameter changes that have been saved and committed cannot be undone. At this point parameters 

are already loaded into the relevant component. The option appearing as “Undo committed changes” 
(right click Configuration menu) is not currently implemented and therefore we do not advise to use it. 

•Parameter changes that have been saved, committed, and then the component rebooted, cannot be 
undone.

Components are grouped hierarchically. Linked elements can be committed on one action by right clicking 
on the component, and selecting Configuration > Commit Changes (Include linked elements. 

29SEII NMS

Customer Educational Services 



30SEII NMS

Customer Educational Services 



Some parameters are linked through various elements, in this way, when modifying one of 

these parameters, the change is reflected in the other components that also use that 

parameter, keeping the consistency of the database. 

These parameters link can also be broken if wished, just right clicking on the link icon and 

selecting to Unlink parameter, as shown above.
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Login – Open the NMS Login window and allows logging into as a different user or logging into a 

different NMS Server. 

User Administration - Opens the User Administration window.

Partitions - Opens the Partition management window.

Server - Displays a sub-menu that enables you to change the Server Properties and manage the 

Server files. 

Database – Enables access to the backup function.

Licenses Report – Displays the license report.

Reload Licenses – Opens the Reload licenses function. This option should only be used while 

following directions from Gilat Technical personnel.

Profiles - Opens the Profiles editor window.

Exit - Closes the NMS Browser.
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The NMS user access control mechanism restricts the access of various customers sharing a Hub 

to their own network components and defines different levels of access according to the 

authorization profile of the user.
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In the System-Wide Password mode, if choosing advanced, the password given must follow the 

following rules:

1.The password length should be between 8 to 20 characters.

2.The password must include at least one uppercase character.

3.The password must include at least one lowercase character.

4.The password must include at least one Numeric character.

5.The password must include at least one non Alpha-Numeric character.

6.The password should not resemble to the user ID or username.

To edit a user, double click the user or choose a user from the user administration window and 

click the Edit User tab.

To create a new user, click the New button at the upper right corner of the user administration 

window .
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Alarms - View a textual information log (date, time, type,  etc.) concerning all alarms.             

Events - View a textual information log (date, time, type, etc.) concerning all system events and 

alarms.

Events Display Filtration – Gives access to Filtration wizard, to create, modify, delete Event 

filters. 

Events Archive – Opens a tool to retrieve events upon a variety of criteria such as Date, Event 

ID, Severity and other.

38SEII NMS

Customer Educational Services 



39SEII NMS

Customer Educational Services 



Alarms are generated by events and are tagged to the component that is identified by the event. 

Alarms are color-coded to indicate severity. 

Alarms are color-coded as follows:

Blue – Unknown severity level.

Cyan – Disabled element. 

Gray – Unmanaged. 

Green - Normal trace events recorded by the network.

Yellow – Warning severity event.

Orange – Minor severity event.

Maroon – Major severity event.

Red - Critical severity event. The network might be non-operational.

The user can view only VSAT Alarms or only HUB Components Alarms by choosing VSAT Alarms

or HUB Alarms tabs
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When right clicking an alarm, an Alarms management window will open. Each alarm has three 

states: 

Open – When an alarm is created it is automatically in the open state. 

Acknowledge – After registering the alarm, the hub operator can change its status to 

acknowledge. The alarm will continue to be displayed in the Alarms window.

Clear - An alarm is cleared either by an event that indicates that the problem no longer exists, or 

by an operator that feels that the problem that caused the alarm no longer exists. The cleared 

alarm will continue to be displayed in the Alarms window.

When the problem indicated by the alarm has been solved, the hub operator can remove the alarm 

from the display by clicking the remove option. Once an alarm is removed from one Alarms 

window, it is automatically removed from all Alarms windows on all NMS clients.

Once an alarm is opened it remains open until it is both cleared and acknowledged. An alarm is 

acknowledged by an operator taking action to indicate that the alarm has been seen. 

Remove – removes the alarm from the Alarm window.

History – will show all the history alarms of the specific component of the chosen alarm.
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The Event Log information is sequential and includes the source identification and description of 

the event. The events are color-coded:

Green – Normal trace events recorded by the network.

Blue – Unknown severity level.

Cyan – Disabled element.

Gray – Unmanaged element.

Yellow – Warning severity event.

Orange – Minor severity event.

Maroon – Major severity event.

Red – Critical severity event.

The events shown in the system wide events window can be saved, filtered, sorted and paused for 

the convenience of the user.
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Hub View - Open the Network View window to configure, monitor and control the hub and network 

components. 

Templates - Open the Template Configuration window to configure new parameter templates and 

modify existing templates.

Software Versions - Opens the Software Repository window.

Parameters Groups - Opens the Parameters Group Configuration window.

Software Groups - Open the Software Groups window. 

VSATs View - Open the VSAT Manager window.   

HUB Management – Opens the Hub Elements Manager window.

Windows – Opens the Active Windows window.

Toolbars – Enables/Disables the following Toolbars: Services, Management, Administration, and 

System.
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VSATs Ips – Displays a report on current VSATs and their IP Configuration within the satellite 

network (Network and Broadcast address, and whether they are DHCP or NAT servers).

Change Software Group Monitoring – Enables monitoring of the queue of VSATs that were 

selected using the Change Software Wizard.

VSATs AAA Monitoring – a report of Online VSATs which did not send an AAA massage in the 

last 7 days.

Search - Opens the Find VSAT window. VSATs can be searched by several criteria such as 

VSAT ID, MAC Address, Software version, Name, Status, and other.
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After the VSAT authentication process has been completed, the VSAT MAC Mode parameter 

cannot be modified. Issuing the Release license command allows modifying the VSAT MAC Mode 

parameter and changing the VSAT authentication mechanism.

To release the VSAT license and modify VSAT authentication mechanism:

Open the VSAT Manager window.

Browse to the relevant VSAT.

Right-click the VSAT and select Release license. 

A progress window will be displayed
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Connected VSATs: Indicates the number of VSAT that are currently online and ready to service.

Committed VSATs: Indicates the number of VSATs that have been saved and committed.

Commissioned VSATs: Indicates the number of VSATs that have been authenticated and 

authorized.
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The VSAT Software Repository window contains VSAT software versions and the software 

components supported by the version (RPs – Remote Processors): Access and Data.
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The VSAT Templates Configuration window contains Template configuration, associated with the 

VSAT Software version and component type.

Only one Template of each type (Access, Data) can be specified per VSAT. The template type 

applicable to a VSAT is defined by the VSAT type (IP, Call, etc.).
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The VSAT Software Groups window contains the Software Group Address associated with every 

Software version. Every VSAT is configured with the Software Group Address associated with its 

software version. The NMS Streamer transmits software versions according to the Software Group 

Addresses.
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The VSAT Parameters Groups window contains Access templates associated with each Parameters 

Group. This address is used by the NMS Streamer to send Access Template parameters.
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To duplicate a template, right click the template and choose duplicate. If you wish to duplicate a 

template to other VSAT software, right click the template and chose Duplicate to Software.

61SEII NMS

Customer Educational Services 



62SEII NMS

Customer Educational Services 



63SEII NMS

Customer Educational Services 



Software Address number range: 512 to 767
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NMS Streamer related events, can also be viewed by right clicking on the NMS Streamer icon 

and selecting Events
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Database synchronization process:

The Main NMS Server awakens every ten minutes to check port (20/28). If the port is open, it 

checks when was the last time the database was restored on the Backup NMS Server. If 

synchronization is due, it initiates one at the proper time. 

The Backup NMS Server awakens every ten minutes to check port (20/28). When it finds port 28 

closed, it turns back to sleep mode. When notification from operating system regarding a file 

copied to the FTP directory is received, the Backup NMS Server initiates database restore. Only 

local browser can connect to the Backup NMS Server machine. 
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This slide summarize the NMS Switchover procedure, for a complete information about the NMS 

Redundancy application functionality please refer to Gilat Official documentation.
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To configure Automatic scheduled backup, enter only minutes at the chosen day and hour. For 

example, if you wish to schedule a backup at 02:05 every day, enter only 05 at appropriate place, 

and save your configuration.

To do an immediate backup, press the Backup Now Button.

Every Backup can be saved in 2 locations: Primary directory and secondary directory. If one of 

the configured directories is not available, the Alternate directory will be used. When configuring 

an FTP username, Password and IP address, the Backup file will be copied to the FTP server as 

well as to the primary and secondary directories.
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The other DB functions are reserved to Gilat technical support personnel.
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