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General Description

e SkyEdge and SkyEdge Il systems use the Allot System for the OB QoS
needs

e The Allot QoS system consists of three components:
e NetXplorer Server

e Provides a centralized management system for all NetEnforcers
of the network

e NetEnforcer Units
e Traffic shaping device that inspects and monitors network traffic
e NetXplorer GUI Clients

e Graphic User Interface client that runs on a Windows PC and
uses Java

Confidential and proprietary information
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System Specs

e Allot NetExplorer
¢ Linux Red-Hat machine with RAID 1, 4/ 8GB RAM, and 500G hard

drive

e Allot NetEnforcer

Model Bandwidth Lines Pipes VCs Connections
AC502 45 - 200 Mbps 256 4,096 32,768 256,000
FD
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e The NetXplorer server is a centralized management platform

e It is the actual application which includes the database and an
integrated data collector

e Manages and communicates with the different clients that access the
system

¢ Facilitates NetEnforcer configuration, policy provisioning, alarms
e Monitoring and reporting
e Reports may be generated automatically in various formats
e Real time traffic monitoring
e For 4 hours (at 30 sec interval)
e For up to 48 hours (at 5 min interval)
e Long term traffic monitoring (requires license)
e For 3 months (at 1 hour resolution)

e For 1 year (at daily resolution)

Confidential and proprietary information
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NetEnforcer AC-502 Hardwar - :':"""‘“

e

Front Panel - Connectors
e NetEnforcer Control and Management
+ Web GUI (Java Based) Redundancy External port
« Telnet ports interface
« SSH (secured Telnet)
+ Serial Console

__AnGH

Internal port
interface

Confidential and proprietary information o

port interface

Console port

The dedicated Management port on the NetEnforcer enables out-of-band management of the
device. Operating through the Management port increases security by denying access to the device
via the Internal or External ports. Moreover, when there is a problem in the regular network it is still
possible to manage and monitor the NetEnforcer

The Internal port of the NetEnforcer interfaces with the Hub (DPS) and the External port of the
NetEnforcer interfaces with the border router.

The Bypass port is not in use.

Outbound QoS Server "Allot NetXplorer"
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& NetEnforcer Active Redundancy

AC-502
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Both NetEnforcers are active, but only one is passing traffic.
If the primary link shuts down, the standby link starts forwarding traffic.

With bypass enabled, the secondary Enforcer will enter bypass state in case the both machines, primary
and secondary are failed. In bypass mode the secondary machine will act as a wire — the traffic will pass,
but no shaping will be enforced on it.

Both NetEnforcers share the same policy configuration.

Each NetEnforcer manages a single link while duplicating the link’s traffic to the other NetEnforcer machine
over the signaling ports.

Outbound QoS Server "Allot NetXplorer"
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Bandwidth configurations

« SEIl OB = Allot IB
« Allot OB = SEIl IB

Border Router

SkyEdge Internal
200 full

Allot Internal

External
200 full

Allot External __
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NetXplorer GUI Client

« The NetXplorer Graphic User Interface Client
« Itis needed to have Java 1.6 JRE (Java Run Environment) installed

£ Allot Communications - NetXplorer. 10.50.15.1
Fle Es1 View Actons Tools Window Help
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To connect to the NetXplorer GUI:

1. In Internet Explorer of the Remote PC (SE) or Management PC (SElII), browse to http:<<NetX IP>>
and select Launch NetXplorer in the NetXplorer Control Panel OR Double click the shortcut icon on
the desktop or in the system’s Start menu.

2. The Java Application Starting window is displayed.
3. The NetXplorer Log On dialog is displayed.

Enter User: Allot
Enter Password: $SatCom$ or 4SatCom4

Outbound QoS Server "Allot NetXplorer"
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Main Screen

{2 Allot Communications - Net¥plorer. 9.9.9.2 =181 x|
Menu bar File Edit View Aclions Tools Window Help
BarijeE B aleearaanlae FEF RN el
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Menu bar:

The NetXplorer menu bar provides easy access to the key functionality of the NetXplorer
applications. Includes the File, Edit, View, Actions, Tools, Windows and Help menus.

Toolbar:
Shortcut buttons providing easy access to key NetXplorer functionality.
Navigation Pane:

The Navigation pane is divided into two sections. The lower portion of the Navigation pane
enables you to select and open various NetXplorer applications. The upper portion of the pane
displays a tree-like list of subcomponents or entries according to the application selected in the
portion.

Details:

The Application Details pane displays data regarding the currently active applications and
operations. A tab is displayed at the bottom of the pane for each open application. You can
navigate easily between the open applications by clicking the tabs.

Alarm log:

The Alarms Log displays a list of the alarms triggered by the alarm definitions. The Alarms Log is
automatically refreshed every 30 seconds. The severity of an alarm is indicated by the color of the
icon (Info: light gray, Warning: dark gray; Minor: blue; Major: yellow; Critical: red). A checkmark in
the leftmost column indicates that the alarm has been acknowledged. The status bar at the bottom
of the Alarms Log indicates the total number of active alarms, and provides their breakdown
according to severity.

Outbound QoS Server "Allot NetXplorer"
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QoS Policy Configuration
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H QoS Policy Configuration

Catalogs

e Catalogs represent objects to be used to build a QoS policy

e A QoS policy is applied to Objects that were previously defined in the
catalog, thereby defining the classifications and actions for the policy

@ Catalogs
=) Host
& senvice
(D Time
8 vt 3 Tos
Ta vian
LB W Quality of Service
;’: -4 D08

12
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Description

|

¢ A Host can be a network IP address, IP address range and IP subnet
addresses.
e Once you have defined the hosts in a host list, you can group several host
lists together in one Catalog entry called Host Group

f® Allot Communications - NetXplorer. 172.17.7.1

File Edit View Actions Tools Window Help

Hostitem Type: [P Subnet = arp K|®|I' ‘v@‘. @ A~ @ -|£]‘@
Met [10_10.10.0 (Catalogs
Mask [755.255255. 0 =] Catalogs "L:I = Name - Description
“ m 5] VGroup 1
@ Time é Varz“s : 2t New Host Group.
rau =
3 Tos @ veat_1000 %) New Subscriber Host Group...
%a vian [ ng—; 001 (34 Mew Dynamic External Text File Host Group...
& Quality of Service | vsAT_1002 [+ New External Text File Host List.
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A @ Print..
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Example of Hosts:
IP Address: The IP address of a host. For example, 172.16.1.31.
IP Subnet: For example, 10.10.10.0 with a subnet mask of 255.255.255.0.

IP Range: A range of IP addresses. For example, 10.1.2.3-10.1.3.7 means the ranges 10.1.2.3-
10.1.2.255 and 10.1.3.1-10.1.3.7.

Outbound QoS Server "Allot NetXplorer"
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Description “
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e The VLAN Catalog contains Virtual LAN entities defined in the IEEE 802.1
Standard

¢ NetEnforcer supports VLAN traffic classification according to VLAN ID
(VLAN Identifier) tags, consisting of 12 bits

¢ Insert bit values in one of the following ways
¢ Insert a decimal value in the VLAN ID fields
e The binary equivalent is displayed in the bit value fields

e Click the bit value field boxes (zero is indicated as gray and black as
one)

e The decimal equivalent is displayed in the User Priority and VLAN ID
fields i .
Nama Jfic i ]

Description: |

User Priarity: |

16 [ 15| 14
oj|jgja
ojofo

-|0n
-0z
=03
o|de
=0
o0~
5|0
o0
o|0a
20=
o|Ow
-0~

[ Any User Priority

[ Any vLAN ID
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Description

e The Service defines the applications, protocol specifications (including
network protocols, transport protocols and application protocols) of the
connection passing through a NetEnforcer

e The Service Catalog contains two types of objects
¢ Services - Specific Application or Protocol
e Service Groups - Multiple Services Group

|8 Senvice -~

& CJ File Transfer
& (3 cames
#-0 Instant Messaging Applicaions
+ (3 Mail
# (3 Network Operation
03 P2P Applications.
& () Streaming Applications
-3 voIP
# (2 Wiev Applications
2 AUENS
2 AP
& wn Service
£} ANARCHY
2 AppleTalk
2 Asherans Call
5 Autn
24 Black and White
2} BootP-Client
% BoolP-Server
3 CamFrog
4 Chargen
24 Chat
2 Cirke

@ catalog Service
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Services are the protocol or application-based criteria for traffic classification. A service can exist
in only one location in the hierarchy at any given time. Depending on the type of service, specific
content entries can be defined in order to enable the policy assignment and monitoring at the
content level.

Service Groups enable you to efficiently assign policies to multiple services, instead of having to
define separate policies on a service-by-service basis. Service groups also enable you to generate
reports for specific groups of services.

Outbound QoS Server "Allot NetXplorer"
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Description

e The Time Catalog contains entries that are the possible values for the
time condition

e The Anytime entry is Protected, meaning the definitions for this entry
cannot be modified

¢ The ToS Catalog contains entries that are the possible values for the ToS
(Type of Service) condition

e All of the ToS byte markings are predefined in the ToS Catalog

¢ The DoS (Denial of Service) Catalog enables you to control the number of
connections and the rate of connections established per policy

ToS Entry Properties

Frequency | When Name: | Assured-2-High Narne

Dascription:

O painf O Al Day

() Weakty (@ From 08 00 AM 3 | Through D500 PM 3 Coverage
© Wonthiy
O Annuslly

Selected ToS Byle Bit Settings:

ecumence Maximum Number of Connections Cannacsans

Every Monday 2 D U D
(oamet ]

o¢ Mas ishn e
Decimal Hex Save Cancel |

ormation 16
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Time periods in the Time Catalog can have ranges of hours and minutes in which they are active,
or they can be active during whole days. An entry in the Time Catalog has one or several time
periods when policies assigned this entry are active.

The ToS is a byte in the IP header of a packet that contains information about routing
recommendations. NetEnforcer classifies traffic based on the ToS byte marking contained in the
IP headers of the packets passing through it.

In the DoS Catalog Each entry indicates the maximum number of connections that can be
established, the maximum rate of connections established and what action should be taken if the
maximum establishment exceeded or when the maximum of connections exceeded.

Outbound QoS Server "Allot NetXplorer"
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Description “

e The QoS Catalog contains entries that are the possible values for the
Quality of Service action

e It is necessary to define QoS policies valid for each one of the hierarchy
levels separately

¢ There are different QoS Policies for
e Line Enhanced QoS
e Pipe Enhanced QoS
e VC Enhanced QoS
¢ In the Enhanced QoS Catalogs we can define
e CIR and MIR
Minimum Reserved on USE (Pipe only)
Priority Levels (1 to 4 + Best Effort)

= Dl
e EF (VC only) =
¢ Drop Precedence (VC only) 3::
e acconts

In NetEnforcer machines of version AC-501 we use the Enhanced QoS catalogs.

The Ignore QoS, Line speed, Normal Priority — Pipe and Normal Priority - Virtual Channel entries
are protected, meaning the definitions for these entries cannot be modified.

The QoS Catalog enables you to define QoS for a Line, Pipe or Virtual Channel. We can prioritize
connections and specify minimum and maximum bandwidth per Line/Pipe/Virtual Channel, and we
can specify Drop Precedence for Virtual Channels.

It is possible to configure the action to be taken if minimum bandwidth is not allocated, by selecting
one of the following options from the designated dropdown list:

Admit by Priority: Accept the new connection, but do not assign the minimum bandwidth. The
new connection gets bandwidth per priority.

Bypass: The traffic will pass through the system, but without any QoS.

Drop: All packets are dropped. The user is disconnected and may see the message Connection
timed-out.

Outbound QoS Server "Allot NetXplorer"
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Expedited Forwarding (RFC 2598)

¢ Intended for real time applications sensitive to loss, delay and jitter
¢ No buffering is used to minimize jitter and delay
¢ Traffic that can’t be allocated will be dropped

gxpedited forwarding teaffic ... >R,

sann®
‘.-Il‘.‘-...
L
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Expedited forwarding enables first-class service level for real time traffic which is loss-sensitive,
delay-sensitive and jitter-sensitive and can also handle traffic bursts efficiently. With this feature
users can ensure QoE for real-time applications such as VolP and Videoconferencing services.
Allot’s implementation of this feature is in accordance with RFC2598.

Expedited forwarding traffic (unlike traffic for which a regular “maximum” is defined) is not
smoothed. Unlike traffic for which a regular maximum is defined, the Expedited forwarding defined
rate can be allocated entirely in the first millisecond (burst). When starting to transmit in the middle
of the second the traffic is allowed to breach the maximum of the hierarchy object above. In order
to provide the specified rate to be Expedited, the QoS engine provides this rate at the expense of
other VC'’s in the subsequent second.

6

Outbound QoS Server "Allot NetXplorer"
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Expedited Forwarding (RFC 2598)

e Definitions
e BW defined in kbps
e Minimum = Maximum
e Available only from Enhanced VC QoS catalog

Virtual Channel Enhanced QoS Entry Properties El
Name: New Virlual Channel Enhanced QoS
Description:
Virtual Channel Based QoS Coverage:  Inbound and Outbound Defined the Same v

Inbound and Outbound
Expedited Forwarding Bandwidth:

Drop Precedence:

If Minimum Virtual Channel Bandwidth not Allocated:

I [ W

19
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Assured Forwarding (RFC 2597)

e Assured Forwarding (AF) standard offers 4 different levels of forwarding
assurances as long as the traffic does not exceed the Max rate

¢ When the traffic exceeds the max rate, the packets will be buffered or
dropped according to the “Drop Precedence”

|

Class 1 Class2 Class3 Class4
Low Drop Precedence Low1 Low2 Low3 Low4
Medium Drop Precedence Med1 Med2 Med3 Med4
High Drop Precedence Hi1 Hi2 Hi3 Hi4

e Priority -4 standard classes supported (all policy levels)
e Drop Precedence — 3 standard levels supported (VC only)

Confidential and proprietary information
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Allot’s enhanced QoS engine provides support for RFC 2597 (Assured Forwarding) by offering 4
levels of priority (as opposed to 10 in the legacy QoS) and 3 levels of drop precedence (supported
at the VC level only). When viewed together, this gives us the 12 levels of service stipulated in the

assured forwarding RFC.

When traffic exceeds the maximum rate set, the decision on whether to buffer or drop packets will
be taken according to the drop precedence value assigned to each packet. Packets with a high
drop precedence will be dropped before packets with a low drop precedence.

Outbound QoS Server "Allot NetXplorer"
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Assured Forwarding (RFC 2597)

+ Ifa packet s not

transmitted to the Name: New Virtual Channel Enhanced QoS
network, it will be dropped | ;.. 00
or buffered
° DI'Op precedence value Virtual Channel Based QoS Coverage: | Inbound and Outbound Defined the Same
determines the importance inbeuind and Otboing
of the packet before Mixmum BendvAZ <Bpsy.
making the decision to Maximum Bandwidth (Kbps): | | E]:m:m
buffer or not
e Packets with higher drop QR
precedence values are O Priority (1 Lowest, 4 Highest)
discarded before packets ‘ ;
. ] Expedited Forwarding
with lower drop -
rop Precedence: .
precedence No Buffering
it Minimum Virtual Channel Banawidin | L-OW
Medium
High ]

Application Based

21
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The default drop precedence value is “Application Based”, whereby high, medium and low values
are pre-defined in the software code per application type.

Outbound QoS Server "Allot NetXplorer"
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a
Best Effort
Pipe Enhanced QoS Entry Properties

e Available for Line, Pipe and VC Hama: New Pipe Enhanced QoS

QoS catalogs s

Description:
e If all objects in the same policy
1] th}
level are set to “Best Effort”, Pipe Based QoS Coverage: Inbound and Outbound Defined

there will be no prioritization
between objects, i.e. the

bandwidth will be divided RRTRRT Esrvach CR0e):
proportionally to ingress

Inbound and Outbound

Maximum Bandwidth (Kbps): |/ :f::::m

e If some ftraffic on the same
policy level is prioritized (1 -4) [C] Minimum Bandwidth Reserved on Use
and other set to “Best Effort”,
in scenario of congestion, the © Priority (Best Effort)
“Best Effort” traffic will get no O Priority (1 Lowest, 4 Highest)
resources

e “Best Effort” is defined by If Minimum Pipe Bandwidth not Allocated: | Admit by Priority v
default. Gilat recommends to
change it to any priority (1-4), in
order to prevent potential

contieniaand wenre SEATYALION 22
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Working with Priorities

e A priority definition implies a relative bandwidth allocation relative to
other defined priorities

e A priority does not indicate absolute bandwidth allocations
¢ Bandwidth is allocated to each element by dividing the element weight

(1,2,3 or 4) by the total weight of all the entities in competition with each

other, (e.g: 1+4) and multiplying by the total available bandwidth (e.g: the
maximum bandwidth defined).

(1/5)x100
| RISy |( HTTP: 20Mbps f f)
HTTP: 200Mbps B ! ' i
FTP: 100Mbps e —
| FAeaty |( FTP: 80Mbps \

@s)x100

Element Weight . i
Allocated Bandwidth = Minimum + X Total Bandwidth Available
Total Weight

Confidential and proprietary information 23

The allocation of bandwidth is done irrespective of the ingress rates.

Outbound QoS Server "Allot NetXplorer"
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Equal Priority vs Best Effort

e If Equal Priorities are set, the bandwidth is assigned equally and
irrespective of ingress

HTTP: 200Mbps
FTP: 100Mbps

Priorit:
I ik |( HTTP: 50Mbps
I Ty |( FTP: 50Mbps

~—

- =T

e If Best Effort is set, the bandwidth is allocated proportionately to ingress

HTTP: 200Mbps
FTP: 100Mbps

(200/300)x100 .

B I( HTTP: 66.66Mbps f[)

oo (I
(100/300)x100

Ingress Application Traffic
Allocated Bandwidth =

X Total Bandwidth Available
Total Ingress traffic

Confidential and proprietary information
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Minimum + Equal Priority

e If Minimum + Equal Priorities are set, , the minimum first assigned to
each element

¢ Remaining bandwidth then assigned according to priority weighting
and regardless to ingress

7
Mol ol ( HTTP: 130Mbps (
HTTP: 200Mbps :
FTP: 200Mbps e e g n— :
Min 20Mbps FTP: 70Mbps J
Pipe Max: 200Mbps

Remaining Bandwidth after min. allocation = Total Bandwidth Available — (Total Minimum)

Remaining Bandwidth after min. allocation = 200 — (80 + 20) = 100 Mbps

p—"

Element Weight L )
Allocated Bandwidth = Minimum + X Remaining Bandwidth
Total Weight

Allocated Bandwidth for HTTP = 80+ 4/8 X 100 = 130 Mbps
Allocated Bandwidth for FTP= 20+ 4/8 X 100 = 70 Mbps

Confidential and proprietary information 25

Outbound QoS Server "Allot NetXplorer"

25



Customer Educational Services

= -
M QoS Principles —— gl

Minimum + Best Effort .

e If Minimum + Best Effort are set, the minimum first assigned to each
element

e The remaining bandwidth will be divided in such manner that will
complete to the values proportional to the ingress

I~

HTTP: 200Mbps ; Min 80Mpbs ( HTTP: 100Mbps
FTP: 200Mbps = e by —
Min 20Mbpe ( FTP: 100Mbps

Pipe Max: 200Mbps

1T
e =

Confidential and proprietary information

If the NetXplorer operator assigns each VC with the default “best effort” priority alongside the
minimum, then as long as the maximum bandwidth is larger than the total of guaranteed
bandwidth, bandwidth will be divided in proportion to the ingress traffic — in this case, both
VC’s will be assigned 100Mbps. If there was no minimum defined, the expected total
Bandwidth for each pipe would be [200/(200+200)]*200M=100Mbps. If the minimum
guaranteed for each VC is less than the expected value, then the output will be the same as if
there was no minimum.

Outbound QoS Server "Allot NetXplorer"
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Hierarchy levels

¢ QoS policy consists of a set of “Conditions” and a set of “Actions” that
apply as a consequence of the conditions being satisfied

o Traffic is classified using Lines, Pipes and Virtual Channels

¢ A Line, Pipe or Virtual Channel is defined by one or more Conditions
and a set of actions

e A Line includes one or more Pipes

¢ A Pipe includes one or more Virtual Channels
e Classification Level Hierarchy

1. NetEnforcer

2 Line [ NE-Central B3
Candtions | actons
e |Aams -] inUss | iniemal | Direch_] Esamal | Sarice | Tme | o5 | VLAN | Access | cualiy
3 PIPE | = g Fatoack | |2 o |&%  lay  nseweelsmime A A Accept Linesp
" & gl Failack @ v & |aw  iSemco/Amime Aw A Accel  Nomal
. | e apications | @ aw & w Praselaeme mw  Am acce moma
4. VC (Virtual Channel) ) A 0w = w e wme aw b oo oma
& Wob Appiic abions. ] Any e Web App._|Amtime  Any Ay Accepl  ormal
= @ law [ am oram mome aw  am  Jaocept Homal
B wstant Messaing @ Ww [0 Ay esun Amome Ay Am Wccest Normal
8 wail @ law | aw ar wome aw  Am Jaccest  pema
& File Transfer A @ A [l FileTran Amgme dny e Aceept  Normal
& Metwurk Cperation L] Ay € Ay metwork_|angme aw A Accepl  Normal
g ramack ! @ Jany [y mnsemceliome A hey  ccost Mormal
@ Policy NE:Cental
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Hierarchy Levels

External Internal NetEnforcer Leyvel

P Line 1
Pipe 1

vC1

vC2

Fallback VC

Pipe 2

vC1

vC2

Fallback VC
Pipe 3

vC1

vC2

vC3

Fallback VC

P> Fallback Pipe
p Fallback Line
—p Fallback Pipe

fidential and proprietary information 28

When you add a new Pipe, it always includes at least one Virtual Channel, the Fallback Virtual
Channel. The Condition of the Fallback Virtual Channel cannot be modified or deleted.

Fallback of any level can not be deleted.
The action for Fallback of any level can be modified.

Outbound QoS Server "Allot NetXplorer"
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NetEnforcer Level

¢ The NetEnforcer Levels represents the Outbound capacity

e For SE set the “Inbound Bandwidth Limited to” 95% of SE Outbound bit
rate (Kbps)

¢ For SEIl ACM, Outbound is defined automatically by the hub DPS

NS1 Al
General Identification & Key | shP | Security| MIC| Networking| 1P Properties | DatefMime | Connection Contral|

5% New NetEnforcer. Activation Key Detalls

58 Import NetEnforzer.. Activation Key: [NE-E36168616584A931 416134743054FF 34214

B Now Menitorirg Collacto Activation Key Expiration: NiA

(&l Roal-Timo Monitoring » Maxirnum No. of Lines: 265 Quality-of Senvice: Enabled

8 Long-Term Reparting ’ Maximum No. of Pipes. 1024 Product Model:  AC-402/45M

a Folcy Editor Maximum No. of Virtual Channels: 4096 Redirection: Disabled.

- Maximum No. of Connections: 86000 Net<plorer Reporter Availabllity: Mo
] Events. .
Maximum Bandwidth (Mbps) 5
Aarm Delntion Assignments »

=] Wonitoring Collection Configuration... IDs Bandwidth Capacity Limitations

& Polcy Distrioution.. Platform Type AC-400 series Limitation Type: [Inbound & Outbound Defined Seperately = |

 Reload Software Version: Version E7.4.0 B Inbound Bandwidth Limited to (dbps): [1000 - :na:weu
_&Dekm Senvice Catalog Version: Outbound Bandwidth Limited to (Kbpsy|Max Allowed & : —

W00 BoxNumber 927858688

29
Confidential and proprietary information =

In SkyEdge the NetEnforcer Level is assigned to approximately 95% of the HUB MIR.
In SkyEdge Il the NetEnforcer Level is automatically assigned by the designated DPS.

When using SE in the Outbound, uncheck the (Allot Inbound) Max Allowed checkbox and set
Inbound Bandwidth Limited to (Kbps) to 95% of SE Outbound bandwidth. When using SEIl ACM,

Outbound is defined automatically by the hub DPS. Select (check) the (Allot Outbound) Max
Allowed checkbox.

Outbound QoS Server "Allot NetXplorer"
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Example

e Conditions can be defined at Line level, Pipe level or VC level.

Internal Hosts — VSATSI I Service — Application | Other Conditions

NN

NE-Central x
Condition Actions

Name Alams .| InUse { Intemal [Directi.. Senice [J Time ToS vLAN )| Access [oualty ...

E & Fallback 1] = lany ™™ Accept  |Line sp..
= gl Fallback K] Any > Any All Service [Anytime  Any Any Accept  |Normal .
{8 P2P Applications | Any — Any P2P App... Anytime  |Any Any Accept  |Normal ...

{8 VoIP A i} ANy “ ANy olP Anytime  Any Any Accept  |Normal ..

& Web Applications Ii| Any =] Ay Web App..[amtime  |[Any Any Accept  |Normal ..

{8 Streaming Applications ] Any > Any Streami... Anytime  Any Any Accept  |Normal ...

4 Instant Messaging 1] Any > Any Instant M.../Anytime  Any Any Accept  |Normal ...

- Mail G| ANy “ ANy Mail Anytime | Any tAny Accept  [Normal ...

& File Transfer A i} Any =] Any File Tran. Anytime  Any Any Accept  Normal .

{8 Metwork Operation | Any — Any Network ... Anytime  |Any Any Accept  |Normal ...

& Fallback 1] Any “ Any All Service [Anytime  Any Any Accept  |Normal ...

@ Policy NE-Central
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Example

e Actions will be enforced for a condition that is met
e A specific connection can be accepted or blocked

e Ifitis accepted, a QoS catalog is enforced for this connection

Confidential and proprietary information

NE-Central x
Condition:
Name Alarms .| InUse | Internal | Directi..| Edernal | Service | Time ToS VAN ] Access | Quality..
& Fallback 1] ANy & lany Al Gervice Anytime |Any Ay AT
=] P Fallback \ﬂ Any & Any All Service Anytime  Any Any Accept  |Norral .
{8 P2P Applications ¥ Any « Any F2P App... Anytime | Any Any Accept  [Normal ...
{8 VoIP A i} [Any & Ay olP Amgtime  |Any Ay Accept  Normal ..
{8 Web Applications ] Any - Ay Web App...|Amtime  |Any Any Accept  |Normal ..
{8 Streaming Applications ] Any > Any Streami... |Anytime  |Any Any Accept  |Normal ...
{8 Instant Messaging 1] Any = Any Instant M... Anytime  Any Ay Accept  Normal ...
- Mail M ANy ~ ANy Mail Anytime | Any tAny Accept  |Normal ...
B File Transfer a i} [Any & jany File Tran._|anytime | Any LAy Accept  |Normal .
{8 Metwork Operation | Any — Any Network ... Anytime  |Any Any Accept  |Normal ...
& Fallback 1] ANy = [Any All Service [Anytime Any Accept  |Normal ..
@ Policy NE-Central
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Using Templates “

e Templates enable you to create a "master” Pipe or VC that will create
duplicate Pipes or VCs for each connection

e In SE and SEIl we use templates on pipe level
e When using a pipe template

e Each Host in the Host Group of the pipe will get the Pipe rule
separately

e When using a regular Pipe

e All hosts in the Host group of the pipe, will share the pipe rule

32
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The concept of using Template is to eliminate the need to define individual Pipes if the only
difference is the source or destination IP address.

Pipe templates enable you to automatically add instances of the same Pipe for each host in a
selected Host Catalog entry.

If assigning a Host (not a Host Group) to a Pipe template, each IP in the range will get the pipe
rule.

Outbound QoS Server "Allot NetXplorer"
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Using Distribution

¢ Using the Policy Distribution feature it is possible to update the policies
of one unit and then distribute the new policies to other NetEnforcer units
on the Network

¢ All NetEnforcers must be of the same Series and running the same major
software version

To distribute Policies:

In the Navigation pane, right- SO S

click a NetEnforcer in the s o

Navigation tree and select Dhaskon gy -

Policy Distribution from the

popup menu. o]
OR
Select a NetEnforcer in the sk i

Navigation tree and then

select Policy Distribution from

the View menu. -

ciowe
33
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Gilat Recommended Configuration
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Gilat Recommendation — VLAN 24

NetEnforcer Level — Outbound Rate

¢ All traffic passing through the device
LINE Level - MPN #

¢ No classification is defined

e The classification is determined by the Pipe policies defined under it
e PIPE Level - VSAT IP Subnet

e Pipe Template policy, classification specified by IP Subnets using a
Host Group. The Host Group catalog object represents the VSATs
that have the same SLA

e The policy is assigned with a QoS object

VC - Applications
e Classification specified by Applications/Protocols
e The policy is assigned with a QoS object

35
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In a SkyEdge Il network with ACM, the NetEnforcer level can change dynamically.
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Example of Configuration — VLAN 24 “
e The Line Level
¢ Pipes related to MPN #1
¢ No Classification and no Action are configured at this Level.
e The Pipe level (SLA per Group of VSAT IP Subnet) as follows:
¢ Pipe #1(Platinum)
e Classification Object - Host Group - VSAT IP Subnet
e QoS Object — MIR 750 Kbps
¢ Pipe #2 (Gold )
e Classification Object - Host Group - VSAT IP Subnet
e QoS Object — MIR 500 Kbps
¢ Pipe #3(Silver)
e Classification Object - Host Group - VSAT IP Subnet
e QoS Object — MIR 250 Kbps

fidential and proprietary information

In VSAT (IP Subnet) template case:
In a situation that VSAT serves a single network behind network.

This level’s classification is specified by the IP subnets that belong to a Host Group. The Host
Group catalog Object represents VSATs with the same SLA.

The Pipe policy is applied to a QoS object.

Outbound QoS Server "Allot NetXplorer"
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Example of Configuration — VLAN 24

e Virtual Circuit (VC) Applications
e VC #1
e QoS Object for VoIP - priority 4
e VC #2
e QoS Object for TCP port 12345 - priority 3
e VC #3
e QoS Object for HTTP - priority 2
e VC #4
e QoS Object for FTP - priority 1

Confidential and proprietary information
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Thank You
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