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Allot’s Per-Flow Queuing 

The NetEnforcer uses an approach to queuing called Per-Flow Queuing (PFQ). Each flow gets its 
own queue and is treated individually. This enables the NetEnforcer to offer very accurate traffic 
shaping. Per-flow Queuing uses TCP’s inherent flow control to achieve the maximum and most 
efficient bandwidth usage. Per-Flow Queuing exploits two important internal mechanisms of TCP, the 
“Slow Start” and “Congestion Avoidance”’. These mechanisms gradually increase the rate of the data 
flow until they identify that the link between the two end points is saturated. PFQ takes advantage of 
these mechanisms by artificially and dynamically enforcing the proper transmitting rate per flow in a 
way that will meet the policy requirement and will avoid collisions. The transmitting TCP will then 
synchronize to the rate dictated by the NetEnforcer. The NetEnforcer thus “forces” each flow to 
transmit packets in the rate that will meet the user defined Policy, including the minimum, maximum 
and priority definitions.  

How It Works 

Allot’s Per-Flow Queuing is implemented by the QoS Enforcement Module in the NetEnforcer. Each 
packet that arrives into the NetEnforcer is  matched to the proper flow by the Flow Identifier, and 
inserted to the queue of the proper flow. If the packet does not match any of the existing flows, the 
New Flow Generator examines the conditions of the flow and matches it to the proper policy. The new 
flow’s queue is then added to the system. When the packet arrives to the QoS Enforcement Module, it 
checks whether the guaranteed bandwidth was exhausted and whether the maximum limitation was 
achieved. If the guaranteed bandwidth was not exhausted, the packet is transmitted immediately 
(without any delay). If the maximum limit for that flow has been reached, the packet is placed in a 
buffer. Otherwise the packet will be placed in its flow queue and will be transmitted based on the 
priority of the flow and the available bandwidth. The queues are generated and increased 
dynamically. A queue is generated per-flow and closed once the flow ends. This way the resources of 
the system are optimally used. The NetEnforcer manages a large buffer bank and dynamically 
assigns to each queue only the buffer size required for the flow at any given time. Thus even large 
temporary queues for certain peaks or bursts of a flow can be accommodated.  
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The dedicated Management port on the NetEnforcer enables out-of-band management of the 
device. Operating through the Management port increases security by denying access to the device 
via the Internal or External ports. Moreover, when there is a problem in the regular network it is still 
possible to manage and monitor the NetEnforcer  

 

The Internal port of the NetEnforcer interfaces with the Hub (DPS) and the External port of the 
NetEnforcer interfaces with the border router.  
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The Bypass port is not in use. 
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The Service and Bypass ports are not in use. 
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Operation 

Operation of the Allot NetEnforcer machine (AC-1400 and AC-502) is based on the Active 

Redundancy concept. Both NetEnforcer machines are identified as active, share the same policy 

configuration, and receive Outbound transmission from the hub. At any point of time, only one of 

the NetEnforcer machines (NS1 QoS 1) is passing traffic. The two NetEnforcer machines 

communicate with each other using the Flex Links mechanism to determine which one of the 

NetEnforcer machines is passing traffic.  

 

Active Redundancy is available only in Allot OS version 11.1.1 and higher.  
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Operation 

AC-502 

The internal Bypass unit must be enabled on secondary machine during the installation in order to 

enable bypass mode. With bypass enabled, the secondary Enforcer will enter bypass state in case 

the both machines, primary and secondary are failed. In bypass mode the secondary machine will 

act as a wire – the traffic will pass, but no shaping will be enforced on it.  

 

AC-1440 

There is no internal bypass unit. The bypass mode is optional only by installing external bypass 

machine, but it can’t coexist together with active redundancy configuration. Therefore the bypass 

mode is not supported in AC-1440. 
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Both NetEnforcers are active, but only one is passing traffic. 

Both NetEnforcers share the same policy configuration. 

Each NetEnforcer manages a single link while duplicating the link’s traffic to the other NetEnforcer 

machine over the signaling ports. 
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The diagram shows the basic Architecture of the NetXplorer system. The NetXplorer Server 

provides a centralized management system for all NetEnforcers on the network. The Configuration 

is done through the GUI client connected to the Server and then distributed to all the NetEnforcers.  

A set of two NetEnforcers (one active and one redundant unit) is needed per Network Segment 

(NS). 

 

Server Farm provides acceleration of the HTTP protocol. It is an optional component. 

RPC – Remote PC (SkyEdge) 

MPC – Management PC (SkyEdge II) 
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The diagram shows the logical connection between the NetEnforcer unit and the HUB (Internal 

Interface) and Border Router (External Interface).  

The actual physical connection is done through  switches, as shown in the previous slide.  
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Hub MIR: Maximum information rate supported by the Hub 
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To connect to the NetXplorer GUI:  

1. In Internet Explorer of the Remote PC (SE) or Management PC (SEII), browse to http:<<NetX IP>> 

and select Launch NetXplorer in the NetXplorer Control Panel OR Double click the shortcut icon on 

the desktop or in the system’s Start menu.  

2. The Java Application Starting window is displayed.  

3. The NetXplorer Log On dialog is displayed.  

 

Enter User: Allot 

Enter Password: $SatCom$ or 4SatCom4 
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Menu bar: 

The NetXplorer menu bar provides easy access to the key functionality of the NetXplorer 
applications. Includes the File, Edit, View, Actions, Tools, Windows and Help menus. 

Toolbar:  

Shortcut buttons providing easy access to key NetXplorer functionality.  

Navigation Pane:  

The Navigation pane is divided into two sections. The lower portion of the Navigation pane 
enables you to select and open various NetXplorer applications. The upper portion of the pane 
displays a tree-like list of subcomponents or entries according to the application selected in the 
portion.  

Details:  

The Application Details pane displays data regarding the currently active applications and 
operations. A tab is displayed at the bottom of the pane for each open application. You can  
navigate easily between the open applications by clicking the tabs.   

Alarm log: 

The Alarms Log displays a list of the alarms triggered by the alarm definitions. The Alarms Log is 
automatically refreshed every 30 seconds. The severity of an alarm is indicated by the color of the 
icon (Info: light gray, Warning: dark gray; Minor: blue; Major: yellow; Critical: red). A checkmark in 
the leftmost column indicates that the alarm has been acknowledged. The status bar at the bottom 
of the Alarms Log indicates the total number of active alarms, and provides their breakdown 
according to severity.  
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Example of Hosts: 

IP Address: The IP address of a host. For example, 172.16.1.31.  

IP Subnet: For example, 10.10.10.0 with a subnet mask of 255.255.255.0.  

IP Range: A range of IP addresses. For example, 10.1.2.3-10.1.3.7 means the ranges 10.1.2.3-

10.1.2.255 and 10.1.3.1-10.1.3.7.  
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Services are the protocol or application-based criteria for traffic classification. A service can exist 

in only one location in the hierarchy at any given time. Depending on the type of service, specific 

content entries can be defined in order to enable the policy assignment and monitoring at the 

content level.  

 

Service Groups enable you to efficiently assign policies to multiple services, instead of having to 

define separate policies on a service-by-service basis. Service groups also enable you to generate 

reports for specific groups of services.  
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Time periods in the Time Catalog can have ranges of hours and minutes in which they are active, 

or they can be active during whole days. An entry in the Time Catalog has one or several time 

periods when policies assigned this entry are active.   

 

The ToS is a byte in the IP header of a packet that contains information about routing 

recommendations. NetEnforcer classifies traffic based on the ToS byte marking contained in the 

IP header s of the packets passing through it.   

 

In the DoS Catalog Each entry indicates the maximum number of connections that can be 

established, the maximum rate of connections established and what action should be taken if the 

maximum establishment exceeded or when the maximum of connections exceeded.  
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In NetEnforcer machines of version AC-1440 we use the Enhanced QoS catalogs.  

 

The Ignore QoS, Line speed, Normal Priority – Pipe and Normal Priority - Virtual Channel entries 

are protected, meaning the definitions for these entries cannot be modified.   

 

The QoS Catalog enables you to define QoS for a Line, Pipe or Virtual Channel. You can prioritize 

connections and specify minimum and maximum bandwidth per Pipe/Virtual Channel or per 

individual connection, and you can specify traffic-shaping techniques (CBR or Burst) for Virtual 

Channels.  

 

It is possible to configure the action to be taken if minimum bandwidth is not allocated, by selecting 

one of the following options from the designated dropdown list:  

Admit by Priority: Accept the new connection, but do not assign the minimum bandwidth. The 

new connection gets bandwidth per priority.  

Bypass: The traffic will pass through the system, but without any QoS.  

Drop: All packets are dropped. The user is disconnected and may see the message Connection  

23 Outbound QoS Server "Allot NetXplorer" 

Customer Educational Services  



timed-out.  
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Expedited forwarding enables first-class service level for real time traffic which is loss-sensitive, 

delay-sensitive and jitter-sensitive and can also handle traffic bursts efficiently. With this feature 

users can ensure QoE for real-time applications such as VoIP and Videoconferencing services. 

Allot’s implementation of this feature is in accordance with RFC2598.  

 

Expedited forwarding traffic (unlike traffic for which a regular “maximum” is defined) is not 

smoothed. Unlike traffic for which a regular maximum is defined, the Expedited forwarding defined 

rate can be allocated entirely in the first millisecond (burst). When starting to transmit in the middle 

of the second the traffic is allowed to breach the maximum of the hierarchy object above. In order 

to provide the specified rate to be Expedited, the QoS engine provides this rate at the expense of 

other VC’s in the subsequent second.  

24 Outbound QoS Server "Allot NetXplorer" 

Customer Educational Services  



25 Outbound QoS Server "Allot NetXplorer" 

Customer Educational Services  



Allot’s enhanced QoS engine provides support for RFC 2597 (Assured Forwarding) by offering 4 

levels of priority (as opposed to 10 in the legacy QoS) and 3 levels of drop precedence (supported 

at the VC level only). When viewed together, this gives us the 12 levels of service stipulated in the 

assured forwarding RFC.  

 

When traffic exceeds the maximum rate set, the decision on whether to buffer or drop packets will 

be taken according to the drop precedence value assigned to each packet. Packets with a high 

drop precedence will be dropped before packets with a low drop precedence.  
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The default drop precedence value is “Application Based”, whereby high, medium and low values 

are pre-defined in the software code per application type.  
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The allocation of bandwidth is done irrespective of the ingress rates.  
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If the NetXplorer operator assigns each VC with the default “best effort” priority alongside the 

minimum, then as long as the maximum bandwidth is larger than the total of guaranteed 

bandwidth, bandwidth will be divided in proportion to the ingress traffic – in this case, both 

VC’s will be assigned 100Mbps. If there was no minimum defined, the expected total 

Bandwidth for each pipe would be [200/(200+200)]*200M=100Mbps. If the minimum 

guaranteed for each VC is less than the expected value, then the output will be the same as if 

there was no minimum.  
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Fallback of any level can not be deleted. 

The action for Fallback of any level can be modified.  
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In  SkyEdge the NetEnforcer Level is assigned to approximately 95% of the HUB MIR. 

In SkyEdge II the NetEnforcer Level is automatically assigned by the designated DPS. 
 

When using SE in the Outbound, uncheck the (Allot Inbound) Max Allowed checkbox and set 
Inbound Bandwidth Limited to (Kbps) to 95% of SE Outbound bandwidth. When using SEII ACM, 
Outbound is defined automatically by the hub DPS. Select (check) the (Allot Outbound) Max 
Allowed checkbox.  
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When you add a new Pipe, it always includes at least one Virtual Channel, the Fallback Virtual 

Channel. The Condition of the Fallback Virtual Channel cannot be modified or deleted.  
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As soon as a Line Condition is found to match the connection, NetEnforcer stops looking at Lines. 

Similarly, within the matched Line, as soon as a Pipe Condition is found to match the connection, 

NetXplorer looks no further.  
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The concept of using Template is to eliminate the need to define individual Pipes if the only 

difference is the source or destination IP address. 

Pipe templates enable you to automatically add instances of the same Pipe for each host in a 

selected Host Catalog entry.  

 

If assigning a Host (not a Host Group) to a Pipe template, each IP in the range will get the pipe 

rule. 
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In a SkyEdge II network with ACM, the NetEnforcer level can change dynamically.  
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In VSAT (IP Subnet) template case:  

In a situation that VSAT serves a single network behind network.  

This level’s classification is specified by the IP subnets that belong to a Host Group. The Host 

Group catalog Object represents VSATs with the same SLA.  

The Pipe policy is applied to a QoS object. 
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In a SkyEdge II network with ACM, the NetEnforcer level can change dynamically.  

 

Pipe Configuration: 

In VSAT VR (VSAT Virtual Router) template case:  

In a situation the VSAT serves multiple networks behind network.  

Each pipe will define the OB SLA of VR that is part of the VSAT VR and serves a single VLAN.  

This level’s classification is specified by the IP subnets and VLAN ID that belong to a specific VR. 

The VR catalog Object represents VR with the same SLA.  

The Pipe policy is applied to a QoS object. 

 

 

 

 

 

 

 

47 Outbound QoS Server "Allot NetXplorer" 

Customer Educational Services  



 

Since we are defining Pipes for VRs in this case, we must verify all the Pipes in the same VSAT 

can be served according to the QoS rule.  
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The commands should not be cut and pasted into the DOS window, but typed in. They may not 

function properly unless entered manually.  
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